
Introduction 

Knowing who has access to what is vitally 
important in today’s IT environment. 
Compliance mandates, regulatory 
requirements and security policies all 
require detailed access records. However, 
knowing who has access to what is 
only part of the picture. Knowing what 
people are doing with their access—both 
historically and in real time—is equally 
important. Inadvertently allowing non-
compliant, malicious or improper behavior 
could result in hefty fines, failed audits 
and severe damage to your enterprise’s 
information stores and business reputation.

NetIQ® Identity Tracking for Identity 
Manager™ combines the powerful 
information and provisioning capabilities of 
Identity Manager with a real-time correlation 
engine to give you a complete picture of 
who has access to what and what people 
are doing with their access. This user-activity 
monitoring and remediation solution works 
across all systems that Identity Manager 
provisions, significantly reducing the risks 
of non-compliant, malicious or improper 
behavior harming your enterprise.

Product Overview 

NetIQ Identity Tracking for Identity Manager 
connects to Identity Manager and provides 
transparency into what users are doing with 
their access. Using powerful connectors and 
collectors, the Identity Tracking for Identity 
Manager correlation engine monitors and 
records all user activities in the systems that 
Identity Manager provisions, and evaluates 
these activities against policies you’ve 
established. If it detects non-compliant 
or suspicious activity, it can send real-
time notifications and take automated 
actions—before the activities can seriously 
damage your enterprise or its business 
reputation. And because all access logs are 
tied to the identity information in Identity 
Manager, you have a clear picture of who 
performed the suspicious or non-compliant 
activity and can take corrective action.

By combining identity information with real-
time monitoring and remediation, NetIQ 
Identity Tracking for Identity Manager allows 
you to accurately monitor all user activity, 
reducing the risks that non-compliant, 
malicious and improper behavior can cause 
failed audits, hefty fines and damage to 
your enterprise’s information and systems.
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NetIQ Identity Tracking for Identity Manager 
monitors, reports and remediates user activities  
in systems that Identity Manager provisions.

capabilities

•	 User	activity	monitoring – Monitor 
all user activity for non-compliant 
or suspicious actions in systems 
that Identity Manager provisions.

•	 Real-time	remediation	–	
Automatically take policy-
based actions when improper 
behavior is detected.

•	 Identity-infused	security	
events – Know who did what 
and when with access logs tied 
to Identity Manager identities.

•	 Policy	and	compliance	enforcement	
– Automatically enforce policies 
and compliance mandates; shut 
down potentially harmful activity 
before it can do damage.

features 

•	 Real-time	monitoring	and	
remediation	engine – Powered by 
industry-recognized technology, 
NetIQ Identity Tracking for Identity 
Manager monitors all user activity in 
your provisioned systems in real time.

•	 Included	connectors	and	collectors 
– NetIQ Identity Tracking for Identity 
Manager ships with numerous 
connectors and collectors for 
commonly provisioned systems—
with options for third-party 
connector and collector expansions.

•	 Extensive	reporting – NetIQ Identity 
Tracking for Identity Manager 
leverages powerful Identity Manger 
reporting features, enabling you to 
generate extensive reports that can 
answer the toughest audit inquiries.

Key differentiators

•	 Real-time	remediation – Some 
systems can only monitor and report 
on user activity. NetIQ Identity 
Tracking for Identity Manager 
allows automated, real-time, policy-
based user-access remediation.

•	 Identity-infused	events – Some 
systems can monitor and remediate 
activities in real time, but lack 
the ability to tie activities to user 
identities. NetIQ Identity Tracking 
for Identity Manager provides 
reportable information about 
who committed the violation. 

To learn more about NetIQ Identity 
Tracking for Identity Manger, visit  
www.netiq.com/idtracking. 
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For	a	complete	list	of	our	offices	
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